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Spider Blocker: Block Diagram
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: they would first need to remove the device to gain : SPIDER BLOCKER MODULE
. access to its wirings. This removal action would N N ~ o
©trigger a Tamper Alarm Signal. As the Spider Provides Anti-Tampering & Threat Neulralization

' Blocker monitors this signal, it would also engage ! Countermeasures from MITM Atacks
‘into Alarm, neutralizing the threats as listed below.:

All objects within this defined
box are all accessible from the

unsecured side of the doorway. Man in the M|ddle (MlTM)

(i.e. Accessible from outside) WIEGAND HACKING MODULE
THREATS PRESENTED ONCE THE MITM 1S
PLACED BEHIND THE ACCESS READER:
- Credemial Data & PIN Code: Skimming & Mining
- Denfal of Service Attacks
- System Power Manipulation/Exploitation Tactics
- Credential Replays (Data Playback to gain access)
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